Article

May 2004

The Coming Privacy Storm Over RFID Chips
By Mike Banks Valentine PrivacyNotes.com

Consumers are being tracked, catalogued surveitiddheir "data” is being warehoused, filed and pedp
with increasing detail. This is happening without &nowledge or consent. This invasive spying is
currently confined to loading docks at WalMart, eirand Metro Future stores, but is ready to fojouw
home if you aren't careful about RFID technology.

RFID stands for Radio Frequency Identification &d term that will become increasingly well knoas
usage of the new technology becomes pervasiveeTis@o question that the tiny chips, which enable
tracking of physical goods from the assembly lm&trehouse to retail outlet to checkstand, wiplaee
the barcodes previously used for that purpose.

Some RFID chips are so tiny, they are nearly ifglisthable from dust in many cases. These dud size
RFID chips are capable of transmitting their own B5fSalés Keeping Unit), the same info currently
encoded in barcodes, distances of up to 20 femt t&RFID Reader". But that's not all these dimiveit
little chips can do. They are capable of sendingigue serial number that can identify the item it'
embedded in - down to it's date and location of ufecture. Barcodes were limited to carrying infotima
that identified classes of products. RFID carrigerimation equivalent to the product DNA, whileoaling
a number for every item on the planet!

When that item passes an "RFID reader" at the naaturer's door, the tracking system knows the hes
passed out of the building. Another reader sigtiasit has now passed into a train or plane teHyeped
to a warehouse, where another reader tracks aamdbktorage information, then successive reachens k
it passes to truck, grocery shelf, retail checkdtand out the door. All of this can now be accasmgd
without opening containers, leading to huge cogings throughout the "supply chain”.

Privacy issues don't arise until consumers link dhain. Walmart is now requiring their 100 largest
suppliers to use RFID tags at the pallet level. Magthat those tags are currently in use to ifeatd
track groups of products as they arrive at the Viaimvarehouse up until shelving at the giant retail
Some products, such as Gillette razors, had batindgandividual item tracking up until final sadad
removal from the Walmart store. Privacy advocatesead that practice by launching a boycott of Gide
If the privacy concerns over tracking of a singleduct through the store to sale caused slowing of
implementation of this technology, what can we expehen every product is RFID tagged? There is no
doubt this is coming and not in the distant futimeat, within the next 5 years or so. The US Depantroé
Defense is now requiring all vendors to use RFiéhtmlogy and embed tags in products sold to the US
military by next year.

http://news.com.com/2100-1008-5097050.html

Clearly there will be little or no outcry from mntiry and government personnel about privacy invgadin
technology since government is rarely expecte@spect privacy "in-house". But if all military vemd

are compelled to use RFID chips in every item usexlery one of the millions of supplies sold talan
used by the military - by next year, 2005 - thegr¢his little doubt that the entire US govermerit saon
implement this same policy for all items purchabgdJncle Sam and used by government employees.
More and more giant retailers like Walmart are neq@ suppliers to use RFID technology. The German
chain Metro Group, which operates 2300 stores ijiand Asia has demanded the same of their
suppliers. Metro Group has gone even further wiORio operate what they call the "Store of theifat
where shoppers needn't remove items from shoppirtg to pay for them. They simply pass by RFID
readers and all items will be tallied and paid fetro stores provide RFID tagged "loyalty cards" t
consumers that identifies those shoppers by readdithin purses and wallets as those consumers anter
leave any of the 2300 Metro stores.

Business Week Article on Metro Future Stores Ptotes



Target Stores announced this month that they toadwbe requiring suppliers to RFID tag at the gtall
and case level by 2005.
http://shorl.com/fivigutradrupry

Privacy loving Americans may not stand for the "Bigther" implications of a system like that usegd b
the German retail chain. An anti-RFID web site baen launched by privacy advocates and named
"Spychips" for the ability of the chips to trackrsumers and link their buying habits to other peatly
identifiable information.

http://spychips.com

A recent piece by technology commentator Jeffregréda has a chilling description of how RFID
technology might betray consumers movements akdHigir buying habits in a huge database. Harroav is
consultant and analyst of emerging technology. ftenacomments on privacy implications related to
implementation of emerging technology

Harrow paints a harrowing picture of RFID readers.

"The issue is that these many sensors . . . wdsddrete the passing of your car key's unique h; t
unique ID of your driver's license, and even thigjua ID of each and every dollar bill in your walle.
And if all the chains' main computers and thossméller stores made this mass of random information
available to say, a Marketing firm, or to otheretalong your path (for a fee, of course), or to a
government organization upon demand, then a vegijlde picture of "You" - your travel habits, your
spending habits (remember those individually tagdmthr bills?), almost everything about you, cobd
mixed, matched and dissected in ways that you maghmnight not, agree with. This might be the ulitm
"data mining" warehouse."

Harrow Technology Report

RFID is publicly discussed only by technology ersthsts like Harrow and a few privacy advocates
concerned about the implications of that "data ngnivarehouse". But as those RFID chips supplant
barcodes over the next couple of years, we'll lzgihg from privacy advocates when the Big Brother
implications become clearer to consumers. Mark yalgndar for early in 2005 and prepare to weather
coming storm of privacy concerns that could reaatiibane proportions.
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